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Espionage,Trade Secret, & Counterproliferation Headlines:
• Engineer Charged with Stealing $120 Million in Trade Secrets from U.S. Companies, (Xiaorong You) 
• Engineer Sentenced for Unauthorized Possession of Trade Secrets , (Wenfeng Lu)
• Turkish Businessman Charged with Exporting Marine Equipment from the United States to Iran , (Resit Tavan)
• California Resident Arrested for Allegedly Acting as an Illegal Agent of China, ( Xuehua Peng)
• Chinese Government Employee Charged with Conspiracy to Fraudulently Obtain U.S. Visas, (Zhongsan Liu)
• China General Nuclear Power Group Added to U.S. Department of Commerce’s Entity List 
• University Researcher Indicted for Fraud for Conflict of Interest Involving Chinese University Feng “Franklin” Tao
• Ohio Man Sentenced to Prison for Illegally Exporting Goods to Iran, (Behrooz Behroozian)
• Elite U.S. school MIT cuts ties with Chinese tech firms Huawei, ZTE
• U.S. Navy Officer, His Wife, and Two Chinese Nationals Charged with Conspiring to Smuggle Military-Style Inflatable Boats and Outboard 

Motors to China, (Fan Yang and his wife, Yang Yang)
• Iranian Businessman Sentenced to 46 Months in Prison for Violating U.S. Sanctions by Exporting Carbon Fiber from the United States to Iran, 

(Behzad Pourghannad)
• DOJ Indicts Former Intel Officer for Helping Iran Hack Her Colleagues, (Monica Witt)
• Former CIA Officer Sentenced to Prison for Espionage, (Kevin P. Mallory)
• Former DIA Officer Sentenced to 10 Years in Prison for Attempted Espionage , (Ron Rockwell Hanson)
• North Carolina Man Guilty in Conspiracy to Steal Trade Secrets from Aircraft Manufacturers, (Craig German)



The Rising 
Counterintelligence Threat:

A China Primer



Investigative Priorities
1. Counterterrorism
2. Counterintelligence
3. Cyber
4. Public corruption
5. Civil rights
6. Organized crime
7. White-collar crime
8. Violent crime

FBI Counterintelligence Strategy

“I would say that there is no country that poses a more severe 
counterintelligence threat to this country right now than China.  China is fighting 
a generational fight here. And when I say China, I want to be clear, 
this is not about the Chinese people as a whole, or the Chinese 
Americans in this country. What it is about, though, is a variety of 
ways the Chinese Communist Party is using government officials, 
private sector entities…to steal their way up the economic ladder 
at our expense. The threat is deep and diverse and wide and vexing. It 
affects basically every industry in this country.”

FBI Director Christopher Wray 
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FBI Counterintelligence Priority Threats

Threat countries:
 China
 Russia
 Iran
 North Korea
 Other countries
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The Future?

China’s Goal:
 Usurp the United States 

as the world’s #1 
superpower by 2049
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More and more of our 
counterintelligence 
caseload involves the 
Chinese government 
and its proxies.

How Our Caseload 
Has Evolved
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More and more of our 
counterintelligence 
caseload involves 
protecting U.S. 
technology and other 
trade secrets.

How Our Caseload 
Has Evolved



CHINA, INC.
“The Chinese government is a 

company disguised as a country 
engaged in economic warfare.”

John Ferriola
Chairman and CEO, Nucor Corp,
The Wall Street Journal, 
October 17, 2017
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China’s Growing 
Telecom Dominance

Share of  global 
smartphone market: 2018

Rank Company Market Share Nationality
1 Samsung 19.5% South Korea
2 Apple 13.8% USA
3 Huawei 13.7% China
4 Xiaomi 8.1% China
5 Oppo 8.0% China
6 Vivo 6.9% China
7 LG 2.7% South Korea
8 Lenovo 2.6% China
9 Nokia 1.2% Finland
10 Tecno 1.2% China

Combined market share of  the Chinese companies in the top ten:  40.5%
(Increased from 30.0% in 2015, 33.8% in 2016, and 37.8% in 2017)
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Stealing Technology with 
Striking Similarities

American F-35 fighter
Maiden flight: 2006

Chinese J-31 fighter
Maiden flight: 2012
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China’s Dream

• The Chinese government has a long-term plan to make 
China the world’s sole superpower by 2049.

• Right now, they appear to be on track to succeed, and 
this would have horrific consequences for the world.
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